General Email/Blacklist Guide 

This guide will help you determine if you are on Black/Blocklists.  It offers advice and possible things to do to remediate the issues.  It’s not a silver bullet.  In todays world of spam, adware, and malware it imperative you take note of certain things.  Because once you’re on the naughty list it’s a lot more work to get off.  This guide is more aimed at those who want to just see where they are, don’t have managed hosting or maybe you’re just starting. Also in no particular order. Ok here we go.  

Am I on a Blocklist?  Go to any of these links and see.  You will need you domain name and sometimes you server IP.

MXtoolbox (its free)
https://mxtoolbox.com/blacklists.aspx

Sender Score (sometimes overloaded)
https://www.senderscore.org/blocklistlookup/

SpamHaus
https://www.spamhaus.org/lookup/

The check and the request removal is on the same page
Lots good education here to https://www.spamhaus.org/consumer/definition/

Microsoft blocklist delisting
https://sender.office.com/

[bookmark: _GoBack]Check your emails here to if you want.
https://www.mail-tester.com/


If you are not on a list hoorah for you, but you are not done yet… 

DNS
DNS plays a huge part in email deliverability.  It also have multiple records that prove you are doing the right thing.  Some email receivers will not even accept you email if you don’t have DNS settings set or correct. 

DNS check
Intodns (a good general check)
https://intodns.com/

While here look for warnings or duplicate mx records.  Look for the section MX
Make sure Reverse DNS is setup
Should look like:
	Reverse MX A records (PTR)
	Your reverse (PTR) record:
YOUR SERVER IP IN REVERSE.in-addr.arpa ->  MAIL.YOUR DOMAIN.com
You have reverse (PTR) records for all your IPs, that is a good thing.


If you don’t have this get your host or set it up in your Server portal.  It’s not something you can do unless you have VPS or dedicated server with a customer portal. If you don’t have this the infrastructure provider (Leaseweb, Hetzner, OVH and others) will know how for you to proceed.

MX records 
	MX Records
	Your MX records that were reported by your nameservers are:

10   MAIL.YOUR DOMAIN.com   YOUR SERVER IP
20   MAIL2.YOUR DOMAIN.com   YOUR second mail SERVER IP. You may not have this.

[These are all the MX records that I found. If there are some non-common MX records at your nameservers you should see them below. ]


Numbers are server Priority in numerical order 10,20,30.  Even 1,5,10 works.  By 10s is most common.  If you see entries here you don’t send mail from go to where you manage DNS and delete them.

Duplicates
	Duplicate MX A records
	OK. I have not found duplicate IP(s) for your MX records. This is a good thing.


Anything else needs fixing.

Other Records SPF, DKIM, and DMARC 
Simple first if you have cPanel or Plesk.  They both have automatic ways or process’ in the panel to do SPF, and DKIM.  So if you have access to WHM (example) just look for Email > Email Deliverability.  The should all say valid.  If you don’t have WHM.  It is in the same place in cPanel.  If you don’t see it contact your Host.

SPF
https://mxtoolbox.com/spf.aspx
Put in your domain.  All green?  Your IP and Mail server info in there?

No means you need this fixed.  You can use
https://www.unlocktheinbox.com/spfwizard/
to create a record and then put it in DNS.  If you don’t have the simple method above.

DKIM
https://mxtoolbox.com/dkim.aspx
Put in your domain name and the selector.  The selector is usually one word like on cPanel its default
If you get an error it could mean its not set up or you put in the wrong selector.
Example record: default._domainkey.yourdomain.com.  Yellow is the selector.

If you don’t have a dkim record and you need to create one. (not the simple solution above)
https://www.unlocktheinbox.com/dkimwizard/
Follow this wizard.  Then install the record in you DNS manually. Provides guidance on what it should look like.

DMARC
This one is newer.  I think Plesk has a create wizard for this one.  cPanel doesn’t yet. It’s not hard though.
https://mxtoolbox.com/dmarc.aspx
Put in your domain name.
Should see something like:
v=DMARC1; p=none; sp=none; rua=mailto:tech@yourdomain.com!10m; ruf=mailto:tech@yourdomain.com!10m; rf=afrf; pct=100; ri=604800
You don’t need to have a policy it can be none for both P and SP.  The emails must be valid.
This wizard explains it well. 
https://www.unlocktheinbox.com/dmarcwizard/
follow it then install the record in DNS manually. Provides guidance on what it should look like.

SMTP or PHP
Some of this could be opinion.. Generally I find PHP sending will get you on a Blocklist or cause your emails to not get fully delivered.  In days past php mailing was fine when email was open and free.  When people didn’t send a 1000 emails about this and that.  Now with all the free accounts like yahoo, gmail, outlook.com, and others.  Spammers can open and account and send a 1000 emails on anything including malware and phishing. 
So most big guys either block it or send it to spam.
Examples (not mine)
https://stackoverflow.com/questions/18229279/sending-email-via-php-mail-function-goes-to-spam
“The problem is simple that the PHP-Mail function is not using a well configured SMTP Server.
Nowadays Email-Clients and Servers perform massive checks on the emails sending server, like Reverse-DNS-Lookups, Graylisting and whatever’s. All this tests will fail with the php mail() function. If you are using a dynamic ip, its even worse.”
https://blog.ripstech.com/2017/why-mail-is-dangerous-in-php/

http://www.velvetblues.com/web-development-blog/avoid-spam-filters-with-php-mail-emails/
All the section lead up to section 4.

Use real SMTP setup not PHP.
Create a real address to send email for your shop or app.  

In cPanel its easy
Green Geeks have good tutorial 
https://www.greengeeks.com/tutorials/article/how-to-create-email-accounts-in-cpanel/

For Plesk (who has great documentation)
https://docs.plesk.com/en-US/12.5/customer-guide/quick-start-with-plesk/set-up-mail-accounts/1-create-mail-account.69277/

As with all my docs this is open to improvement and better info is always good.
